Disturbing the Peace: Experiencing and Mitigating Emerging
Harassment in Social Virtual Reality

GUO FREEMAN, Clemson University, USA
SAMANEH ZAMANIFARD, Clemson University, USA
DIVINE MALONEY, Clemson University, USA

DANE ACENA, Clemson University, USA

Harassment has long been considered a severe social issue and a culturally contextualized construct. More
recently, understanding and mitigating emerging harassment in social Virtual Reality (VR) has become a
growing research area in HCI and CSCW. Based on the perspective of harassment in the U.S. culture, in this
paper we identify new characteristics of online harassment in social VR using 30 in-depth interviews. We
especially attend to how people who are already considered marginalized in the gaming and virtual worlds
contexts (e.g., women, LGBTQ, and ethnic minorities) experience such harassment. As social VR is still a novel
technology, our proactive approach highlights embodied harassment as an emerging but understudied form of
harassment in novel online social spaces. Our critical review of social VR users’ experiences of harassment
and recommendations to mitigate such harassment also extends the current conceptualization of online
harassment in CSCW. We therefore contribute to the active prevention of future harassment in nuanced online
environments, platforms, and experiences.
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1 INTRODUCTION

Harassment has long been considered a severe social issue due to its serious and negative effects on
the target individuals’ well-being, including anxiety, lower self-esteem, distress, suicidal attempts,
and so forth [1, 40, 75]. Yet, harassment is also a culturally contextualized construct, meaning that it
can be defined, perceived, and responded to differently in various cultures [96]. In the U.S. culture,
unwelcome conducts that are based on race, color, religion, sex, national origin, age, disability, or
genetic information are often considered as forms of harassment [21].
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In the offline world, many people in the U.S. have experienced harassment or witnessed someone
being harassed at least once in their life [43, 44]. In the online world, harassment can happen to any
online user on any platform, including social networking sites [69, 74], online forums [58], online
gaming [23, 31, 61], and virtual worlds [71]. Based on the perspective of harassment in the U.S.
culture, online harassment may even be more severe for individuals who are considered marginalized
in tech spaces due to various social, economic, physical, and cognitive reasons [7, 19, 29, 30, 41].
Such communities may include women, LGBTQ, racial/cultural minorities, persons with disabilities,
persons with a serious and persistent mental illnesses or cognitive impairments, and people who
face economic and social disadvantages (e.g., prisoners) [90]. Therefore, existing HCI and CSCW
studies have highlighted the need for research to enhance our understanding of the complex
variations, dimensions, and social consequences of harassment online [74, 87, 88]. They have also
called for continuous efforts to investigate new and potentially more severe forms of harassment
emerging in novel online social spaces and develop nuanced strategies and designs to prevent such
harassment.

Following this call, in this paper we examine new characteristics of online harassment emerging
in social Virtual Reality (VR) - novel and increasingly popular 3D virtual spaces where multiple
users can engage in immersive 360 degree virtual content and interact with one another through VR
head-mounted displays [62, 63]. As a 3D avatar-based virtual environment, social VR is comparable
and relevant to virtual worlds and online gaming. However, social VR also offers a more immersive
and embodied multi-user virtual environment with a heightened sense of presence. Rather than
merely looking at avatars on a computer screen, social VR provides full-body tracking avatars (e.g.,
one’s avatar movements correspond to one’s offline body movements in real-time), synchronous
voice conversations, and simulated touching and grabbing features. These novel characteristics may
lead to greater instances of harassment and potentially more destructive consequences compared
to traditional 3D virtual worlds/online gaming or single-user VR.

In particular, in this study we also attend to marginalized social VR users’ experiences of ha-
rassment since research suggests that they are commonly and more severely the target of online
harassment in the U.S. culture [22, 48]. Though marginalized users in tech spaces include a wide
range of marginalized groups, in this paper we consider women, LGBTQ individuals, and ethnic
minorities marginalized in social VR because: 1) social VR platforms are generally considered Eng-
lish and male dominated, making these users underrepresented [12, 70]; and 2) these populations
are already often perceived as vulnerable and marginalized in online gaming and virtual worlds
in the U.S. culture [14, 31, 38, 61, 77, 79, 80, 85] and thus may face additional challenges in social
VR, an even more nuanced online virtual space. Therefore, we believe that an in-depth empirical
investigation of emerging harassment in social VR is of interest of HCI and CSCW researchers con-
cerning with designing and developing safer and more inclusive online social platforms, especially
for these often marginalized tech users.

Specifically, using 30 interviews of users of different social VR platforms, we explore the following
research questions:

RQ1: What are the new characteristics of online harassment emerging in social VR?

RQ2: How do social VR users, especially those who are already considered marginalized in the
gaming and virtual worlds contexts, experience these new characteristics of online harassment?

RQ3: What are social VR users’ strategies and recommendations to mitigate these new characteristics
of harassment?

We as CSCW researchers are well aware of the culturally sensitive nature of harassment and
acknowledge that our investigation of harassment in social VR is situated in the perspective
of harassment in the U.S. culture (see [21]). Our analysis is also both empirical and critical: we
distinguish our own views and stance of harassment in social VR from those of our participants
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throughout the paper. In doing so, we hope to understand their account on its own terms as
experiencing and mitigating harassment in social VR and using that account as an object of critical
inquiry for further investigation.

This research contributes to a growing research area in HCl and CSCW on harassment in social
VR (e.g.,12 81) in three ways. First, we provide empirical evidence of new characteristics of
harassment in social VR platforms. We especially highlightbodied harassmegit an emerging
but understudied form of harassment in novel online social spaces. In this context, harassing
behaviors are both conducted and experienced through a sense of embodiment about one's virtual
body, such as a higher awareness of body ownership and more physical and transformative/
interactive experiences. Our critical review of social VR users' experiences of harassment and
recommendations to mitigate such harassment also extends the current conceptualization of online
harassment in CSCW. Second, we attend to marginalized tech users' (e.g., women, LGBTQ, and
ethnic minorities) struggles for dealing with harassment in social VR and point to the importance
to design future social VR technologies to better support these users. Third, we explicate potential
design implications to protect users from harassment in social VR, including platform embedded
voice modulators, more robust reporting in-the-moment that involves contexts and documentation,
and the need to build trust between moderators and users in more nuanced ways. As social VR is
still a novel technology, our proactive approach not only adds to the growing body of literature
on social VR but also contributes to the active prevention of future harassment in nuanced online
environments, platforms, and experiences.

2 RELATED WORKS

Our focus on emerging harassment in social VR is grounded on the interlinked strands of research
in CSCW on online harassment, marginalized tech users' experiences of harassment, and the unique
technical and experiential characteristics of social VR.

2.1 Online Harassment and Marginalized Tech Users

Extensive CSCW and HCI research has explored harassment in various online social spaces (e.g.,
social media, online gaming, and virtual worlds). In the U.S. culture, such online harassment often
include acts or behaviors via emails, instant messages, social media, online forums, or any type
of digital communication platforms to threaten, annoy, dox, and o end an individual or group of
individuals [27, 39 46 87. Like o ine harassment, online harassment can lead to disruptive social
consequences. First, ttonymity of online social spaces may foster looser ethical and social
norms, making users more prone to hostile behaviof3][ Second, harassers in the o ine world

can generally be identi ed via physical features. Yet, it is challenging to track and identify online
harassers due to the lack of physical presendes[/]. This makes online users more vulnerable

and su er excessive emotional distres$g 20, 73. In addition, compared to 2D social media
sites or online forums, virtual worlds and online gaming may lead to even higher risks of online
harassment due to the use of 3D avatars (e.g., through avatar customization and avatar-mediated
communication) [23, 28, 31, 61, 71, 79].

Though all online users face risks of harassment, it is more likely for individuals who are
considered as marginalized in tech spaces to experience online harassg@229][48 56 97.
Marginalization, broadly de ned, refers to the inadequacy of power in society, economy, and policy
[8, 9]. In tech spaces such as the U.S. gaming culture, women, LGBTQ individuals, racial/cultural
minorities, and persons with disabilities are often considered as marginalized due to various
social, economic, physical, and cognitive stigméa4 B1, 38 61, 77, 79 80, 85. Prior research has
highlighted that women not only encounter more harassment but also experience "wider variety of
online abuse" in online gaming3fl, 48 61, 92. LGBTQ and ethnic minorities also encounter more
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